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ABSTRACT: Security is the most critical aspect today in distributed computations. Grid computing shares and use 

resources in dynamic distributed environments. The dynamic nature of Grid environments results in security concerns 

in high performance applications. Almost all the communications in this distributed sharing environment are done 

using basic and standard cryptographic algorithms. But these algorithms do not provide the required security. Hence 

there is a need of new, strong and reliable technical approaches to solve these challenges.  

 

This paper analyzes the GUI Grid toolkit – SCADY (Scady & Dynamic) which is designed by the authors, describes 

various security approaches and proposes the security mechanism for tasks of SCADY based on the X.509 certification 

so that high performance applications can be catered. 
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I. INTRODUCTION 

Scady [1, 2, 3, 4] is built for the reason that the demand for the use of distributed resources and computing cycles are 

increasing day by day. Moreover, the power present in the networks (LANs) is not being utilized properly. Scady is 

based on Alchemi [8, 9, 10] Grid Toolkit which is becoming very popular for catering high performance applications in 

a grid environment. Grid systems, as are based on distributed resource sharing, uses standard security mechanisms such 

as authentication, access control, integrity, privacy, and no repudiation. Issues that are required to be taken care as 

listed in [5] are - 

 Provision of authentication to verify the user’s access 

 Information of process which have user’s computation and resources used by the processes to authenticate 

 Provision to allow local access control mechanisms to be used without change 

 Idea of number of nodes needed to complete the task 

 Data sharing and Integritys 

 Trust relationship policies 

 Single sign on mechanism 

 Capability for multiple implementations 

To solve these issues, security mechanisms have to be designed to satisfy the above constraints. In this paper, we have 

discussed the various security implications and proposed the security mechanism using cryptography and certificate 

authentication for Scady toolkit using which high performance applications can be catered.  

 

The Paper is organized as follows – Literature review is described in the next section. Section 3 highlights the security 

implications, Section 4 describes the proposed solution that removes the security issues, Section 5 describes the 

Conclusion, and Last Section contains the references. 

II. LITERATURE REVIEW  

We studied various Grid systems and their security mechanisms. The most popular system GLOBUS [11] uses three 

mechanisms - GSI (Grid Security Infrastructure)[11, 17], MyProxy & GSI-OpenSSH. GSI helps in providing APIs and 
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tools for certificate management and authentication. MyProxy [11, 18] is open source software that manages X.509 

security certificates and private keys through Public Key Infrastructure (PKI). GSI-OpenSSH [11, 19] is used to 

provide support to OpenSSH. It provides authentication and delegation in the way that login to the remote machine can 

be done without using password. For this it forwards X.509 proxy credential to the remote machine on login for 

authenticating the client. 

 

UNICORE [12] uses X.509 version 3 certificates and single sign-on mechanism. X.509 certification mechanism is 

implemented through two steps in UNICORE. First, each client or server presents its certificate that contains public key 

and provides the private key to prove its identity. Second, private key is used to read the encrypted messages. An 

encrypted communication channel is established between different users on the Grid in this way. The certification 

mechanism uses the Secure Sockets Layer (SSL). 

 

Alchemi [8, 9, 10] also works on X.509 certificate authentication. First, a trusted certified communication is set up 

between two nodes. Then the client node (Executor) is authenticated by the server node (Manager) through 

Certification and private keys. After authentication, Executor gets full delegation rights and access of applications 

provided by the framework. 

 

HTCondor (High throughput computing Condor) [13], also uses X.509 Certificate authentication mechanism for 

security. HTCondor allows authentication of users and daemons, Encryption over the network and Integrity checking 

over the network. All Condor daemons in pool can share one certificate, or use one certificate per host. The Map file 

used transforms X.509 distinguished name into an identity. 

 

Security challenges and future prospects are analyzed in [15] and security requirements according to the user behavior 

are reviewed from [16]. 

III. SECURITY IMPLICATIONS 

Characteristics of Grid Environment as given in [5] can be summarized as – 

 Dynamic and Large set of Users  

 Dynamic and Large set of Resources  

 Dynamic and Large set of Processes  

 Communication Mechanism  

 Authentication & Authorization Policies 

 Credential Management  

 

Issues of Security in Grid Systems are identified in the review findings and are summarized below - 

 Improper Authentication management 

 Improper authorization and access control policies 

 Data sharing and Integrity violation 

 Open communication protocols 

 Weak trust relationship policies 

 Inability of working with less resources 

 Single sign on mechanism 

 Proper credential management 

 Interoperability with local security solutions 

 Inter-domain Exportability 

 Capability for multiple implementations 

 Multiple security mechanisms 

 Dynamic establishment of trust domains 

 

Hence, there is a need of a strong and flexible security mechanism that can help in getting required security and 

functionality. 
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Proposed Solution 

Security in SCADY is provided by using encryption and decryption algorithms and authentication by certification. 

RSA algorithm is used with SHA as cryptography method using 256 bit key or 512 bit key. For certification, X.509 

certificates are used. Security Services [20] offered through the certificate are -  

 Digital Signature 

 Data Encipherment  

 Key Encipherment 

 Non-Repudiation 

 Certificate Signing  

For SCADY User certificate, the services used are: Digital Signature, Non Repudiation, Key Encipherment and Data 

Encipherment. For the Root Certificate, the service used is Certificate Signing. 

 

Enhanced Key Usage Extension 

Enhance key usage extension provided with X.509 certificate generation indicates the use of certificate’s public key. It 

provides additional information such as whether the certificate is used for client authentication, server authentication, 

signing the document, IPSec Tunneling, time stamping, Code signing, SSL verification etc. 

Additional information used in Scady through Enhanced Key Usage extension are - 

 Secure Email - The certificate can be used for securing Emails. 

 Client Authentication - The certificate can be used for authenticating the client. 

 Server Authentication - The certificate can be used for authenticating the server. 

 Document Signing - The certificate can be used to sign various documents. 

We have created a root certificate as shown in Fig. 1 for the entire organization. Every certificate issued for a client will 

be signed by this Root Certificate. A Root Certificate (CA certificate) is used to digitally sign other certificates. In 

order to validate the certificates on other computers, the Root Certificate must be installed on the computers first.  

 

Fig. 1 Certificate Generator 
 

Fig. 2 describes the type of certificate. The available types of certificates are – Standard Certificate, Self Signed 

Certificate and Certificate signed by Root Certificate. 
 

 

Fig. 2 Selecting the Type of Certificate 
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Next we selected the extensions for the certificate as shown in Fig. 3. These extensions describe the key usage as well 

as the enhanced key usage of the certificate such as Secure Email, Client Authentication, Server Authentication, IPSEC 

User, IPSEC Tunnel etc. 

 

Fig. 3 Certificate Extensions 
 

Finally the certificate will be created and will be ready to install for clients as shown in Fig. 4. 

 

 

Fig. 4 Certificate Information 
 

Issue of the Client Certificate Signed by the Root Certificate 

In order to issue certificates signed by this Root Certificate, following steps are taken: 

 “Standard User” Certificate is selected. 

 Certificate Subject is filled with data like Issued to, Organization, E-mail address, etc. 

 Root Certificate is then selected 

 The present certificate is issued and saved. 

For Client Certificates, 1024 bit key is used with RSA and for root certificate 2048 bit key is used. Fig-5, Fig. 6 and 

Fig. 7 describes how password is set for the certificate,  and finally the certificate is generated successfully. 
 

 

Fig. 5 Setting Password 
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Fig. 6 Saving the Certificate 
 

  

         Fig. 7 Certificate Generator 

 
After creating the certificates, they are issued as per the communication request. The proposed model given in Fig-8 is 

implemented and the application is tested. Initially, a root certificate is created with a validity of one month. The 

duration can be decided by the organization and as per the requirements of the application. The Proposed model using 

X.509 certificates throws the light on security model of SCADY. 

 

 

         Fig. 8 Proposed Model 
 

Use of these certificates and cryptography algorithms are represented through Use case Diagram as in Fig-9. 
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                   Fig. 9 Use Case Diagram 
 

IV. CONCLUSION  

In this paper, we studied Scady toolkit for Grid Computing. We found that even though, Scady is working fine in the 

grid environment, there was a need of security mechanism to secure and authenticate the communication. To remove 

this limitation, we proposed a security mechanism based on the review findings. The proposed model use X.509 

certificate based delegation model and public key cryptography algorithms like RSA with SHA. Root certificate and 

client certificates are generated and issued.   

 

We executed the grid toolkit with this certification model and found that the model is providing the required security to 

the system. 
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